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Unit 7.2 - E-Safety

How will I be assessed?
Multiple Choice Assessment

What will I need to know?


How to stay safe on the Internet



How to deal with cyberbulling

Lesson 1: Cyberbullying

Lesson 3: Features of mobile phones

Lesson 5: E-safety and the dangers of the Internet

You will need to know about:

You will need to:

You need to know how to create a Powerpoint to show to younger students about the dangers of the Internet.



Cyber bullying



Phishing and Scams



Secure Passwords






understand the features of your mobile phone



be aware of the dangers when using your mobile phone.
You should write
about:


Cyber Bullying

Malware and Viruses



Online Scams

Hacking



Cyber Stalking



Social Networking



Email



Viruses



Mobile Phones

Lesson 2: Social Networking

You will need to:

Lesson 4: Dealing with cyberbullying



Understand what social networks are used for.



Be aware of the dangers of the internet.



Understand what precautions can be taken to stay safe.

Lesson 6: Finishing your Powerpoint on E-safety

You will need to understand the
following words:


Flaming



Cyberstalking



Masquerading



Outing

You need to check your Powerpoint has:


area of E-Safety

dangers associated with
each area

You will need to know what you
should do if you are being
cyberbullied.

Key Words

Social
Networking

Cyberbullying

Phishing

Scams

Secure
Passwords

a Title (Cyber Bullying,
Scams, etc)

Malware



Viruses

Hacking

Flaming

Included the ways people can stay safe when
dealing with this area

Cyberstalking Masquerading

Outing
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Unit 7.3 - Dragons

How will I be assessed?
Multiple Choice Assessment

What will I need to know?
Binary, ASCII, sorting numbers, logic gates

Lesson 1

Lesson 3

Lesson 5

You will need to understand how computers count only binary numbers (base 2)
compared to humans who use denary (base 10) numbers.
Eg Convert 65 into binary. Use the table below to help you.

You will need to colour in a flag using 2 colours only. The first
colour will represent a 1 and the second colour will represent a 0.
You will create a binary number that is 8 bits long (called a byte).
You will then convert this into a decimal.

You will need to learn about logic gates. There are 3 main types:

Binary
Value

128

64

32

16

8

4

2

1

NOT

If a 1 is input it will turn into a 0
If a 0 is input it will turn into a 1

Yea r 7 ICT: Dr a gon s !

Dr a gon Hu n t e r Fl a gs

Denary 0
Value

1

0

0

0

0

0

1

Name:

If 1 AND 1 go into an AND gate, you will get a 1

Dragon Hunter Name:

Eg Convert 10000001 into base 10. You have 128 and 1 which is a total of 129.

Create your own flag to represent your dragon hunter name
Use 2 colours to create your flag
One colour will represent 1 and the other will represent 0
Dragon Hunter Flag

Binary
Value

128

64

32

16

8

4

2

1

Denary
Value

1

0

0

0

0

0

0

1

Binary

AND

1 AND 0 will give you 0
0 AND 1 will give you 0

Decimal

0 AND 0 will give you 0
If 1 goes into an OR gate, you will get a 1

Lesson 2

OR

You will need to learn about ASCII
code to understand how computers
convert binary numbers into an
ASCII character. Each code has a
decimal number attached to it (the
numbers we use to count), You will
need to convert each number to
Binary.

1 OR 0 gives you a 1
0 OR 0 gives you a 0

Lesson 4
You will need to use this diagram to sort numbers into “large to small”.
The red arrows will take the larger number to the next box. The green
arrows will take the smaller number to the next box.

Lesson 6
You will need to identify the outputs of logic gates based upon varying
inputs.

Eg the letter H is equal to the ASCII
code of 72 which is then converted
into binary and becomes 01001000.

Key Words

BINARY

BIT

NIBBLE

BYTE

ASCII

SORT

BASE 2

BASE 10

LOGIC GATES

AND GATE

OR GATE

NOT GATE

DENARY
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Unit 7.4 - Understanding Computers

How will I be assessed?
Multiple Choice Assessment

What will I need to know?
Input devices, output devices, storage devices, hardware, types of memory eg ROM and RAM, CPU,
hard disk drives, convergence, binary addition

Lesson 1: Input, output, storage devices

Lesson 3: Inside the Computer

Lesson 5: Storage Devices

You will need to
understand input,
output and storage
devices and know
what they are used
for.

You will need to understand different types of hard disks, what the
CPU is for, and different types of memory such as RAM and ROM.

You will need to understand what different kinds of storage devices exist
and the advantages and disadvantages of each. You will look at:

Inside the Computer

Lesson 2: Hardware
You will need to understand different types of hardware:



Floppy disks



USB Flash Memory



Hard disk drive



Optical disc



SD Memory card



Online ‘cloud’ storage



Magnetic tape



Network storage

Lesson 4: Binary Addition

Lesson 6 and 7: Convergence and New Technology

You will need to be able to convert binary to denary, denary to binary and add up binary
numbers.

You will need to learn about convergence. You will


give examples of convergence in technology



Motherboard



explain what Moore’s Law is



Hard disk drive



look at different types of technology



Sound card



predict the inventions of the future.



Central processing unit



Graphics card



Printer



Visual Display
Unit

Key Words

BINARY

DENARY

RAM

ROM

HARD DISK

CPU

FLOPPY DISK

USB

OPTICAL
DISK

MEMORY
CARD

MAGNETIC
TAPE

CONVERGENCE

NETWORK
STORAGE

How will I be assessed?
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Multiple Choice Assessment

What will I need to know?

Unit 7.5 - Bizarre Facts
Lesson 1: Types of information

Input devices, output devices, storage devices, hardware, types of memory eg ROM and RAM, CPU,
hard disk drives, convergence, binary addition

Lesson 3: Universal Resource Locator

You will need to understand different data types eg
Graphics, Text, Data, Symbols, Sounds,
Images, Graphs, Tables

Lesson 5:



You will need to revise how a URL is made up (see Lesson 2).



You will need to learn different domain types.
Domain Type
.com

You will need to understand the different purposes of information such as
Persuasion, information, Advice, Entertainment, Opinion , Instruction

.co
.sch
.gov
.edu

You will need to search bizarre facts using the

.ac

internet to check whether facts are true or false.

.org
.net
.me





You will need to learn how a website address is made up.

HTTP

DOMAIN

Create a blank page



Use the rubber stamp tool



Use the polygon lasso



Use the scale tool



Merge images



Use the smudge tool



Use the blur tool

WWW

You will learn how to see if a website is trustworthy. Is the information out of date, is it fictional, is it from an unreliable
source, does it have basic errors in it?

You will complete an assessment based on the British Stick Insect
Foundation. You will be collecting information to promote the National
Stick Insect Day. You will need to know


what is meant by the source

Lesson 4: Editing text and images



how reliable the data is

You will need to use Fireworks or Photoshop to edit images. This can be done through



types of information



how to screenshot a website



how to annotate a screenshot using
callouts

You will need to use the Internet to speed search facts to find
out how accurate they are.

Key Words



Lesson 6

Lesson 2: Web addresses and speed searching


Company, could be anywhere in the world. US companies use this.
Non-US company
School
Government
University
University or other academic institution, such as museums, art galleries etc.
Organisation – charities and non-profit organisations
often use this
Network – but used very generally
Personal

You will need to manipulate images using Fireworks. You should be able
to:

Man trades a bleep for a bleep!

DOMAIN
NAME

DOMAIN TYPE

CROP

DOCTOR

RELIABILITY

SOURCE

TRUSTWORTHY

ANNOTATE

SCREENSHOT

INFORMATION

How will I be assessed?
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Your completed Interactive Quiz will be assessed based upon
your use of the design principles and accuracy of your questions

What will I need to know?

Unit 8.1– Interactive Quiz

You will need to know the design principles and
develop your knowledge of designing eye-catching
products and the Data Protection Act.

Lesson 1

Lesson 3 & Lesson 4

Lesson 6

You will need to identify the different website design principles and why
these are important when designing websites.

You will need to know and identify the different computer acronyms and
understand how they are a part of ICT. These acronyms can be used in
your quiz questions. Here are some examples...

Now that your design and preparation is completed, you will need to
complete the design and interactivity of the interactive quiz using
Microsoft PowerPoint. Here are some features you will need to add:

You will need to understand analyse the websites based on:
Key Questions
Which website is the best?
Why is this website better?
Why is it important that the website is
clear?
Who are these websites aimed at?

CPU

RAM

ROM

MB

GB

ISP

DVD

CD

An acronym is a
word formed from
the first letters of
each word

You will also need to begin gathering images that you will use in your
interactive quiz. Images you use need to be sourced meaning that you tell
us where they are from.
Image

Key Questions

URL

Navigation & Hyperlinks



Use of designed buttons



Automatic transitions and animations



Use of downloaded animations from the internet

The design of your interactive quiz needs to follow the designs that you
have completed. Use your questions that you have prepared from earlier
in the unit.

Are your images high quality?
Where will you get them from?

Think about the layout of your own quiz - how will you make sure it is consistent and clear rather than unorganised and messy!
Lesson 2

You will need to use the documents from this lesson to help form the
questions for you interactive quiz.

You will need to think about the design element of your presentation.
Here you will plan only 4 of your slides - remember consistency is key!

Lesson 5

The planning document is important to show your clear understanding of
what you want to produce. You will plan so that your ideas are on paper
before you actually begin to create your ideas.

You will need to understand what the Data Protection Act is and the
reasons why it is an important law associated with keeping data safe. You
will need to use your knowledge of the act to create further questions.
The Data Protection Act came into
force in 1988 but is updated to
ensure that the developments (in
technology for example) are followed

Key Questions:
How are you going to be consistent?
How will you make your pages interesting?
What will your colour scheme be?
What animations and transitions will you
include?

Lesson 7 & Lesson 8
Now that your presentation is completed, it is important that you
complete evaluations - one is a self-evaluation and the other is a peerevaluation. This will give you some very clear feedback and what you did
well and what you need to improve on.
Peer Evaluation

Self Evaluation

You will need to come up with some
key questions and put this into your
interactive quiz.

Remember this is a plan. Plans sometimes
change and this may happen to you during
the making of your quiz.

Key Words



Try to remember the key parts of each
law so that you know each principle!

Interactivity

Consistency

Colour Scheme

Planning

Data Protection Act

Navigation

Layout

Acronyms

Transitions

Animations

Hyperlinks

Target Audience
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How will I be assessed?
You will complete a multiple choice assessment at the end of the
unit that will test your knowledge of the whole unit.

What will I need to know?

Unit 8.2 - Cyber Crime & Computer
Security

You will need to know all the key definitions learned
within the unit and make sure that you understand
the impact that online security has on everyday life

Lesson 1

Lesson 3

Lesson 5

You will need to understand the different types of email scams that can
affect people when receiving emails from different people. You will look at
different examples of email scams and will need to analyse whether they
are genuine or fraudulent based on their content

You will need to know what information different companies hold about
you and how they are forced, by law, to ensure that this data is protected.

You need to understand the different types of health and safety issues
relating to using technology over a period of time. These can be both
short term and longer term problems. Some examples are below...

Email Scam

Definition

Phishing Email

An email that tricks you into handing over sensitive
personal information

Trojan Horse/Malware

An email that offers something tempting and when
opened, installs a virus onto your computer

Advanced Fee Fraud

An email that is a long and desperate plea for help. The
sender will claim to need cash from you.

Virus-Generated Email

An email appearing to be sent from a friend, but a virus
has infected their account and infects others accounts.

You will also learn about the impact that identity
theft has on people and look at examples at
when hacking has taken place e.g. Sony and
Snapchat
You will need to make sure that you understand
what a Data Harvesting Tool is and how they are

You will also need to know
about the General Data
Protection Regulations to
ensure you know how a
business keeps records
about a customer up to
date and accurate.

You will also look at the reasons why and how hackers are able to get
information easily from people and the restrictions that you can put in
place to ensure that your computer systems are as safe as possible
Key Questions:
1.

Why do people hack?

2.

Is all hacking considered bad?

3.

How can you protect yourself from hackers?

Infects a particular file. May overwrite or completely destroy the file

Macro Virus

Embedded in templates such as Word or Excel. The virus spreads if
the file is opened on a different computer

Key Words

You will need to know what employers have to provide to ensure that their
staff or kept healthy and safe when working for long periods of time.
You will need to make sure you know how to dispose of
an old computer once you decide that you no longer need
or want it!

Lesson 4



Burning them can cause pollution in the atmosphere

You will need to know the difference between copyright and plagiarism
and understand how their penalties are different if they are broken.

You need to ensure that you understand how the perfect workstation
should be set up to ensure that you do not feel any of the concerns. Look
at the diagram below and make sure that you remember these!

You may have broken plagiarism rules without knowing! It can cause big
issues, particularly when submitting work in universities for example.

Changes browser functions such as your default search engines or
browser history

File Infector

BACK PROBLEMS

Dumping them can put hazardous materials into
water supplies

Copyright

Plagiarism

Meaning

Protection against unauthorised use
of written or recorded content such
as books, software or music

Copying someone else’s work and
passing it off as your own

Type

Legal Issue

Moral/Ethical Issue

Fines

Imprisonment and fines can be
issued. Work is removed.

Work is removed or not accepted.
Can result in gaining zero marks.

Common Types of Malware
Browser Change

EYE STRAIN



Lesson 2
You will need to understand what the Computer Misuse Act is and how it
protects people from having their personal information stolen online.

HEADACHES

Formby High School
will hold key data
about you such as
name, age, address,
parents, medical etc.

You can get caught breaking these rules through your IP Address which is
a fingerprint provided by your internet provider which tracks what you do.

1. 45cm between eyes & screen
2. Adjustable screen at or slightly below eye level
3. Chair supports back and shoulders
4. Elbow angle between 90-120°
5. Keyboard within easy reach
6. Wrist support for mouse hand
7. Chair is height adjustable
8. Feet should touch the floor – add
foot rest if too high

Phishing

Scams

Malware

Plagiarism

Protection

Security

Fraudulent

Computer Misuse Act

Copyright

Hacking

Health & Safety

Virus

How will I be assessed?
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Unit 8.3 - Spreadsheet Modelling

You will complete an assessment that will test you understanding
of spreadsheets . You will need to use a spreadsheet that you
are given and complete tasks based on it.

What will I need to know?
You will need to know key functions and formulas
and produce a working example based on a task.

Lesson 1

Lesson 2

Lesson 4

You will need to have a full understanding of
real life computer models and why they are
produced across different areas.

You are working for The Next Big Thing to create a spreadsheet model
that will give them an idea as to how much money they will make when
bringing the show to the UK. You will develop a spreadsheet using the
skills learned to do this.

You will be using a number of different functions to complete a seating
plan for the concert that will be taking place for The Next Big Thing. You
will use a number of additional features to complete these activities.

You will need to ensure that you can apply
these examples and explain how these are
computer models.

You will need to work out costs of merchandise that the company can sell
at the event. Merchandise are items that can be sold such as caps and
mugs.

You need to understand the key definitions associated with spreadsheets
that will be used throughout the whole of the unit

You need to remember the different types of formulas to calculate the
money that will be earned:

Conditional
Formatting

Applying formatting techniques to cells that meet a certain
condition, changing colours, fonts and size if required. You need to
colour seats differently for the different ticket types

Data Validation

Applying validation techniques to cells so that only certain
information can be entered, reducing the number of errors. You
need to only allow one letter to be entered for each ticket.

Count Function

Applying a formula that will count the cells that meet a certain
condition to calculate how many are active in the spreadsheet. This
is shown as =COUNTIF (range, “A”)

Formula Examples

Key Definitions of a Spreadsheet

Adding two cells

=B6 + B7

Cell Reference

One specific cell within a spreadsheet e.g. E5, B4, C12

Multiplying two cells

=C7*C1

Formula

A mathematical relationship used within a cell to automatically produce calculations. This must always start with an = sign.

Adding a number of cells

=SUM(C2:C6) or =C2+C3+C4+C5+C6

Absolute
Referencing

This is a reference in a spreadsheet that remains constant. This uses
the $ symbol to make the cell ‘stick’

What Ifs

These are tests that are done on the spreadsheet to see what the
impact would be e.g. testing the impact of changing the price.

You will need to understand how to apply formatting tools to a
spreadsheet in order to make the information stand out on the page,
taking a basic spreadsheet and editing it to suit the needs of the task
Using formatting tools
means you can alter the
way your spreadsheet
looks. This includes
colours, fonts, adding
currency formatting and
inserting images.
Don’t forget a spreadsheet
needs to highlight key
parts to make it easy to
read!

Key Words

Additional Spreadsheet Functions

Don’t forget ALL formulas must start with an = sign!
Lesson 3
You will need to use the spreadsheet that you have developed to conduct
What IF tests that will change the data and look at the impact this has on
the profit that you have made.
You will need to use additional functions in your spreadsheet that will
provide more information about the numbers that you have inserted into
your spreadsheet.
Formula Examples
IF Function - Use a condition to check

whether something has been met.

=IF(Condition,value if true,value if false)
=IF(E3<E2, “Target met”, “Target not met”

MAX Function - Finds the product with

=MAX(E2:E8)

MIN Function - Finds the product with

=MIN (E2:E8)

Lesson 5
A macro is a button which is assigned code to
complete a task in a much easier and quicker way.
You need to record the function action on screen.
You will also need to produce charts that show the data in a much more
user friendly way. There are different types of charts that you can include in
your spreadsheet, but you need to make sure that you use the correct
chart for the type of data you are showing.
Chart Type Reasons for Use
Bar Chart

Used when you have one or more series of data
to display – e.g. max and min temperatures

Pie Chart

Useful to display parts of a whole – e.g. the
percentage of pupils in a year group

Line Graph

Useful to display changes over a period of time
e.g. maximum temperature in a year

Every chart that you create must include a chart title, axis labels and a
legend to ensure that the data can be read by anybody.

Formulas

Functions

Cell Referencing

Absolute Referencing

Modelling

Formatting

What IF

Validation

Conditional Formats

Count Function

Macro

Charts

